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overview

m introduction fo Quantum Information

m infroduction to Quantum Communications
m essence for QKD

m how to realize it

m how we may cover the entire planet, and beyond..

m next moves




Quantum Communications are part of
Quantum Technologies

m Quantum Mechanics: the interpretation of
physical reality in the microcosmos

- provided the understanding of atoms,
molecules, fundamental particles,
superconductivity, etc.

- adllowed the invention of transistors, lasers,
integrated devices, etc.

m QM is now inspiring a new age in the Theory of
Information, where elementary particle are
quantum bits, or qubits, expanding the
classical concept of the logical bit.

= From a theory for understand Nature to a
toolset for computing, communicate, measure..




What the good of quantum statese

B Take a degree of freedom of a
single photon

B EG polarization: 2D (Hilbert) space

B Superposition of base states:
simultaneously H and V

B Enrich the concept of bit:
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What the good of quantum statese

Entanglement

Maximal knowledge of a total system does not
necessarily include total knowledge of all its parts

Erwin Schrodinger
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http://www.improbable.com/airchives/paperair/volume?7/v7ié/doubleslit.html



MAY 15, 1935

PHYSICAL

REVIEW VOLUME 47

Can Quantum-Mechanical Description of Physical Reality Be Considered Complete?

A. EinstEIN, B. PopoLsky AND N. RosiN, Institute for Advanced Study, Princetorn, New Jersey
(Received March 25, 1935)

In a complete theory there is an element corresponding
to each element of reality. A sufficient condition for the
reality of a physical quantity is the possibility of predicting
it with certainty, without disturbing the system. In
quantum mechanics in the case of two physical quantities
described by non-commuting operators, the knowledge of
one precludes the knowledge of the other. Then either (1)
the description of reality given by the wave function in

quantum mechanics is not complete or (2) these two
quantities cannot have simultaneous reality. Consideration
of the problem of making predictions concerning a system
on the basis of measurements made on another system that
had previously interacted with it leads to the result that if
(1) is false then (2) is also false. One is thus led to conclude
that the description of reality as given by a wave function
1s not complete.

Locality

Realism



Bell's Theorem 1964

No physical theory based on locality and hidden variables
can reproduce all Quantum Mechanics predictions
John S. Bell
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VOLUME 47, NUMBER 7 PHYSICAL REVIEW LETTERS 17 AucusTt 1981

Experimental Tests of Realistic Local Theories via Bell’s Theorem

Alain Aspect, Philippe Grangier, and Gérard Roger
Institut d'Optique Théorique et Appliquee, Universile Paris-Sud, F-91406 Crsay, France

(Received 30 March 1981)

We have messured the llnear polarizatlon correlation of the photons emlited In a radla-
tive atomic cascade of calcium. A high-efficiency source provided an improved statistical
accuracy and an ability to perform new tests. Our results, in excellent agreement with
the quantum mechanical predictions, strongly violate the generalized Bell's inequalities,
and rule out the whole class of realistic local theorigg gnificant change in results

As a conclusion, our results, in excellent
agreement with quantum mechanics predictions,

are to a high statistical accuracy a strong

) evidence against the whole class of realistic local
AN N
Alain Aspect between measurements on the correlations was

theories; furthermore, no effect of the distance

observed.



Quantum-Classical frontier
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Wojciech H. Zurek, Decoherence and the Transition from Quantum to Classical Physics Today (1991)

http://www.physics.arizona.edu/~cronin/Research/Lab/some%20decoherence%20refs/zurek%20phys%20today.pdf
Cee alco httn://vvkii7 rii/books/7urek ndf



Quantum Information was born

B Quantum Computing

B Quantum Dense Coding
B Quantum Cryptography
B Quantum Teleportation

B Quantum Metrology

® Quantum Random-Number Generation

B World Wide Quantum Communications




A family of protocols:
Quantum Random Number Generators

* A photon stream is sent on @
semi-transparent mirror

Photon source Seau bungparenl mirr
* As each photon cannot be S0
divided and they have equal @ ‘ >0 P
probability to output from one i o B
Of The TWO eXITS s i Single-phowon detectons
O
* No way to predict from which o
port a particular photon will
come out.

Randomness is not due to ignorance of enough
= variables ( like the coin ), but on physical laws



Randomness is an invaluable resource for
cryptography....
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Android random number flaw
implicated in Bitcoin thefts
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NSA 'altered random-number generator'

O 1 September 20°3  Tecwology < Share
US infelligence agency the NSA subveried a standards process to be able to 9
break encryption more sasily, according to leaked documents. ’

It hadd written 2 Haw b2 A ratdom-number Jererair hat atud Allow e aganty to
predci mic cutome of e algonthm, the NCw York Timea reportzd.

but it can completely compromise security.



Semi-Device-Independent QRNG @ UniPD
Speed and security combined

. Varigpra

.

Hybrid approach, we trust only one part of the device, the measurement.
However it is monitored in real-time to check for anomalies.

The source is untrusted and can be even controlled by the attacker.

Can offer security and speed at the same time: It is able to generate more
than 17 Gbps of secure and private random numbers

* M. Avesani, D. G. Marangon, G. Vallone, and P. Villoresi, “Source-device-independent
heterodyne-based quantum random number generator at 17 Gbps,” Nat. Commun., vol.
9. no. 1, p. 5365, Dec. 2018.

‘3‘_,/6 * D. G. Marangon, G. Vallone, and P. Villoresi, “Source-Device-Independent Ultrafast
ek 1 5 Quantum Random Number Generation,” Phys. Rev. Lett., vol. 118, no. 6, p. 060503, Feb.
o Bl gl
B ) 2017.
L * D. G. Marangon, G. Vallone, U. Zanforlin, and P. Villoresi, “Enhanced security for multi-

detector quantum random number generators,” Quantum Sci. Technol., vol. 1, no. 1, p.
015005, Nov. 2016.



Quantum Communications

Quantum Communications is the art of
sharing quantum states between distant

partners.




The Quantum Key Distribution - QKD -
application scheme

Alice Bob

(the sender) Eve (the receiver)

plaintext plaintext

‘ the eavesdropper T

encryption public channel decryption

algorithm (1.e. telephone or internet) algorithm

key key
quantum state / quantum channel quantum state

generator Y]optical fiber or fiee space) detector



Is QKD needed?

Iran-U.S. RQ-170 incident

On 4 December 2011, an American

Lockheed Martin RQ-170 Sentinel @®PRESSTY

unmanned aerial vehicle (UAV) was S NS Y

captured by Iranian forces sy dw 35,2004 102 AMGWT  Rob Ford Brothenadaw 306605 rayor of aranging [sihousa Baat
near the city of Kashmar in Hao o kit el Fitws
northeastern Iran. coe

Iran military downs US spy drone

Tenacéd M 21PN

5 0

The drone was captured by jamming i
both satellite and land-originated peT
control signals to the UAV, followed

up by a GPS spoofing attack that fed

the UAV false GPS data to make it

land in Iran at what the drone A AR - T a1 T e o A 4

thought was its home base in rocoNmalesaince droms apereted by e UG naliiry In the ewster part of e country.
Afghanistan. The e s sk n Suday ho bt Ary’ St e

suctessldly largeted Uw US-0all RS-170 Sevine 4 maty 8 cul alter | crossed inlo lans:

aslmpece over the border atth nelgnna- -a Afghanisian.

Ha addad that 12 US meoonrainsance drore nas 2000 sazed wih mivmun damage.



Is QKD needed?
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NSA seeks L0 build quantum computer that
could crack most types of encryption

By Steven Rick and Darton Gellman, Mublished: Jinuary 2 E-mail the writers

In room-size metal boxes seeure against dectromagnetic keaks, the Netional Seeurity Ageney
is racing to build a computer that coulé break nearly everv kind of encrypticn used to
pratect hanking, medical, husiness and government records around the world.

Accarding ta dacuments provided by farmer NSA contractor Tdward Snowden, the effort to
build “u crvptologieally useful quentum computer” 8 mechine exponentially fuster then
classical computers — is part of a 579.7 million research program titled "Penetrating Ilard
Targers." Much of tha work is hosted under classified contracts at 2 lahoratory in College
Purl, Md.



Essence of Quantum
Key Distribution

1. the exchange of a key is based on private
correlations between Alice and Bob
2. such correlation is realized by quantum
communications using random choice of states
3. the privacy is based on the Law of Physics
1.  no cloning theorem
2.  measurement of a superposition states
4. if a third party tap the channel, Eve the
eavesdropper, eg she measures the photon stream
and resend the observed results, she introduce errors
due to base wrong guess
5. such errors and the non-ideality of the device are
eliminated using the methods of Information Theory
6. the resulting key is private and random

H-K Lo et al. Secure quantum key distribution Nat. Phot. 8 595 (2014)



Will there be a QKD in our future ? -

NICT

https://www.youtube.com/watchev=zmVEyXRJ3hl&feature=youtu.be


http://www.apple.com/it/

QKD Protocol using photons

Practical example: Bennett and Brassard 1984

® 4 photon states:
B Two orthogonal polarization states
B Two non-orthogonal reference frames

Emitter bit value 0 1 ] )] | (l [l 1

Emitter photon source j = % f % f ﬁ =5
Receiver filler orientation @ :
Recerver photan detector % o= lﬁ f % :E ﬁ %

Receiver bit value | | 0 0 | 0 0 1

Sified key . 1 ; 0 1 - 0



QKD Protocol using photons

steps of BB84:

1. quantum communications

2.  sifting — selection of the true correlation
3.  error estimate

4.  error correction

5.  privacy amplification

.Alice Bob
Qubits
rommses [——

flosses)

( Raw key ._
5 — Fublic chammel
anersiune [ e

V:SIIch key -_'
Aller Ennon / o]

Cotrection I -

]

. Secret key ) (_Secret key )

After Privacy - Ll <20y
Amplification ‘ ‘-




QKD Protocol using photons

trend of key exchange rate with distance (losses)

>

Key creation rate

Distance



QKD Protocol using photons

first realization of BB84 protocol, in 1992

320 mm of QKD link

C. Bennett et al. Experimental quantum cryptography. J. Cryptol. 5, 3-28 (1992)



QKD Protocol using photons

Fibor Distanco (km)

Q 10 a0 20 <0 2y « 70
Channal Losa (dB)

E. Diamanti et al. Practical challenges in quantum key distribution
npj Quantum Infor. 2 16025 (2016)



QKD integrated photonics

PHASE SHALIOW
MODULATOR EICH

E. Diamanti et al. Practical challenges in quantum key distribution
npj Quantum Infor. 2 16025 (2016)



QKD fiber commercial devices




Chinese advanced devices for QKD
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QKD networking

ﬁ/x_’c\‘ QKD networks have been deployed in
y ‘:l/ \ r.nm:-;‘
X X B G

the several Countries

Italy has the national QKD backbone
inifiative

the scope is to join locations using
, trusted nodes
n f\ / : ""u
R
AR

H-K Lo et al. Secure quantum key distribution Nat. Phot. 8 595 (2014)



Security model of QKD

1. the security of QKD is measured with respect to
a perfect key distribution scheme in which
Alice and Bob share a true random secret key.

2. QKD system is e-secure if and only if the
probability distribution of an outcome of any
measurement performed on the QKD scheme
and the resulting key deviates by at
most € from that of the perfect key distribution
protocol and the perfect key. A typical value
for e is 10710,

3. QKD is composably secure: if we have a set of
cryptographic protocols with security
parameter ¢, then the security of the whole

B% system is given by 3 €.

H-K Lo et al. Secure quantum key distribution Nat. Phot. 8 595 (2014)



QKD device hacking
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H-K Lo et al. Secure quantum key distribution Nat. Phot. 8 595 (2014)
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sfrong growth forecasted

TOTAL REVENUE IN 2020 MARKET VALUE (USS MN), MARKET VALUE (USS MN),
SHARE (%) AND GROWTH AATE SHARE (%) ANDO GROWTH RATE
(%) COMPARISON 2014-2030 (%) COMPARISON 2011-2030
e v 90 9

v

T S ST

QKD market: the target clients are the government, financial companies, medical data protection,
datacenter secure communications, corporations, medium-sized business and universities.

e At the moment, sales of QKD systems appear to be restricted to certain high-end financial systems and
classified government communications. In the previous year, Financial segment dominated the market
with the share of 37.61%, followed by Government segment and Military & Defense segment, which
accounted for the market of 30.90% and 27.16% respectively. Further development requires diversifying
into new applications.

* QKD market size is estimated to grow to $5858.01 million by 2025 from $1712.41 million in 2018,

growing at an estimated compound annual growth rate CAGR of 19.21% between 2018 and 2025.
Ambitious plans for QKD networks exist in US (Battelle), Japan (NICT) and China (QuantumCTek).

https://market.biz/report/global-quantum-key-distribution-qkd-market-gm/568521/


https://www.qyresearch.com/index/detail/1091126/global-quantum-key-distribution-qkd-market

Q-Comms in Europe:
filoers and satellites

DECLARATION ON A

QUANTUM COMMUNICATION
INFRASTRUCTURE

FOR THE EV

All 27 EU Member States

have signed a declaration agreesing 1o work
toqether 10 explore Fow to build & QUANTUM +&
communication infrastructure (QCI) across ’
Ewrope, DoUstng Ewropean capabililies

n Quantum technologies, cybersecurity
and industrial competitiveness

FutureTechEU #EuraQCI

THE EURDPLAN S™UE ACINY

telecom

a7 b0 progren e

Forthiiwd us

Safety &



OpenQKD: all EU QKD festbec o o

® OpenQKD EU demonstration project

UNIVERTS O
CAMIRIDGE

® Demonstrate vertical supply chain from
QKD (physical layer) to end-user
(application layer)

® Many test sites across Europe to maximise
impact

® Demonstration of more than 30 use-cases
for QKD featuring:
m reqalistic operating environments
® end-user applications and support

|
‘T v fihe 5y t'txom

-
25 LMIVERSITE
0L GENIVE

NL

m Secure and digital societies: Inter/Intra NG Prier
datacenter comm., e-Government, High- 38 Partners from 13 EU countries
Performance computing, financial services,

OFCLARATION ON A

authentication and space applications, QUANTUM COMMUNICATION
. : : INFRASTRUCTURE
infegration with post-quantum FOR THE EU

cryptography, securing tfime-transfer
All 27 EU Hc‘: r States

-~ sion agwery 1 work

® Healthcare: Secure cloud storage services 1 b u.....,'
. . . . COWTCabon aMtruactare 10 ooross
and securing patient data in transit Cirwoe bowna rcewn houblibes
axd ndatral ¢ :r!:x: .I" ohh s
% | § https/opengkd.eu/objectives/

Xy https://digital-strategy.ec.europa.eu/en/policies/european-quantum-communication-infrastructure-euroqci



standards and space QKD

m standardisation of QKD is ongoing

m the space part is in the development phase

m this will lead to standards to help a global operation

ER(—)) STANDARDS ~ TECHNOLOGIZS ~ MEMBERSHIP  COMMITTEZS




QKD with networks - fibers and free-space
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1 the communication paradlam

Avesani, M. et al. Resource-effective quantum key distribution: a field trial in tech.unipd.it
Padua city center. Opt. Lett. 46, 2848 (2021). quantumfuture.dei.unipd.it
www.thinkquantum.com



http://qtech.unipd.it
http://quantumfuture.dei.unipd.it
http://www.thinkquantum.com

Collaboration between QTech-UniPD and GARR
QKD on a operaiive fiber link PADUA TECH

Set-up per QKD su fibra di accesso
Rock o M0 con canale grigi
ssssssss s Francesco
banda C o ca Padon “San Francesco’ o
N o |
Facep
sco w0

Key distribution over existing and live fiber - grey -links o

operative since Nov. 5 2021

1 Gbps data traffic and >2 kbs of secure key

e

gtech.unipd.it
quantumfuture.dei.unipd.it

www.thinkguantum.com



http://qtech.unipd.it
http://quantumfuture.dei.unipd.it
http://www.thinkquantum.com

QKD for the largest scale

m the QKD in the Space is developing from a scientific
research subject in experimental Quantum
Communications, in a phase for demonstrators of
different realisations to a technology for supporting
cybersecurity at the planetary scale and beyond

m at present, space-QKD is point-to-point, eg. one
terminal in orbit an one on the ground, or inter-satellite-
links ISL, or two terminals on the ground fed by one
orbiter simultaneously

12756 km

image from: www.esa.int/ESA_Multimedia/Directorates/Observing_the_Earth




QKD for the largest scale

m one satellite in orbit may connect terminals all
over the planet and a constellation of satellites
may speed up the mutual connection of two
random spots on the ground in the need of @
shared secret key

m the satellite design shall envisage a networking
use, with versatility of the interlocutors

image from: www.esa.int/ESA_Multimedia/Directorates/Observing_the_Earth



why going in the Space, with QKD<¢

m cybersecurity is a global issue

m even a single Country needs to
communicate globally, for reaching
emlbassies or commercial branches

m QKD for inter-governmental
communications, eg within EU27
Countries, require the connection of
capitals in a range >4000 km and
including islands

m mobile terminals require free-space links
and ships are not typically at sight from
land

J.S. Sidhu et al. Advances in space quantum communications. IET Quantum Commun. gtc2.12015 (2021)



beyond fiber-based QKD

m propagation along fiber is affected by an
exponential attenuation, strongly depended on
photon wavelength

m [owest values about 0.15 dB/km are obtained
around 1550 nm

m free-space propagation losses, in the far field,
scales with the inverse square of the distance

m there is a crucial advantage in the loss law when
considering planetary scale and when amplifier
are not used

m from Ligo et al. “over a distance of 1,200 km, even
with a perfect 10-GHz single-photon source and
ideal single-photon detectors with no dark count,
transmission through optical fibres would result in
only a 1-bit sifted key over six million years”
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Liao, S.-K. et al. Satellite-to-ground quantum key distribution. Nature 549, 43-47 (2017)



ground and space links for QKD

m fiber links on ground are very
pervasive (up to the fiber-to-
the-hnome service)

m they are naturally organized in
hierarchy, as dorsal, national,
regional, metropolitan and
local networks

m satellite terminals are to be
integrated on network nodes

P
QAT e O Tuwainde 0 U

as well as connecting isolated gV i, g tzmems [ s
users

Y.-A. Chen et al. An integrated space-to-ground quantum communication
network over 4,600 kilometres. Nature 589, 214-219 (2021).




QKD networking with satellites

The Sat may be a flying

trusted-node or an untrusted one

B Ae (b) Kab e
o e
QKD operations with distinct ground stations to establish 5:'19__ 7 Mi‘"‘;uim‘
independent secret keys with each of them: sat holds all — o A
keys, while the stations only have access to their own keys. I: ~
To enable any pair of stations to share a common key, the _ A\
satellite combines their respective keys KA and KB and 8] i
broadcasts their bit-wise parity KA @ KB. B
Kol s l.';".'}l"‘%'
ol » '\': -
stations can retrieve each other’s keys because KA @ (KA " 8 a
® KB)= KB and KB @ (KA @ KB)= KA. [L:QIT;\{; b ol

Original keys are independent secret strings, their bit-wise
parity is just a uniformly random string, (no useful information
to potential eavesdroppers revealed)

H-K Lo et al. Secure quantum key distribution Nat. Phot. 8 595 (2014)




the intersat QKD concept

QuantumFuture

The shift in the communicaticn paradigm
nttp:/ /auantumfuture.cel.unipd it

Project ESA Q-GNSS 2011-2015
F. Gerlin et al. Proc. 2013 Int. Conf. Localization and GNSS




the intersat QKD concept
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QKD rate

50 cm ground telescope as receiver
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Map to assess the qubit needed for a
given key at a QBER value

For finite length with noise, the key rate shall be designed according to satellite type of orbit

and losses.
h T —— 7 ]
iz / f
el The minimum
10°F5 7  number of received
= bits M(n,k) needed
§ to obtain a key of a
10%k 4 given length € (as
; {1 labelled on each
curve) versus the
QBER - Q.
10° ¢ E
0% 1% 2% 3% 4% 5% 6% 7% 8% 9% 10%

Q.

Bacco et al. Experimental quantum key distribution with finite-key security analysis for noisy
channels Nature Communications 4 2363(2013).




demonstrating the downlink

m exploiting retroreflectors on satellite (often .t
available) /ﬁ

m Return peak of 5 cps was observed at D=0 above  Swoan / // /
the background. s ; /g

m [n the downlink channel, py = 0.4, attesting the R

single-photon regime 50, e e J /

] s e rosoNer S~ / '

M+ 3
N+ 2%

m Total losses are of -157 dB.

M+teo

0 820
U= -t ins)

Figure 3. Histogram of the differences ) hetween expected and ohserved
detections for Ajisai satellite. The peak of the histogram is cantered at ) —
lesp = e = Dns, as expected, and is larger than the vean va'ue cf the background

counts by 4.5 standard deviations. The din size is Af = Sns,
P. Villoresi et al. Experimental verification of the feasibility of a quantum channel
between space and Earth. New J. Phys. 10, 033038 (2008)




first results: LARETS

Orbit height 690 km - spherical brass body
24 cm in diameter, 23 kg mass,

60 cube corner retroreflectors (CCR)
Metallic coating on CCR

Apr 10th, 2014, passage start 4:40 am

Time (=)

g i 6{"{ 50 100 150 200 250 300 -
2 ~__ |H} L
@ 1,400 ~~.. =
c \s\ I‘ -
o R . L
2 1,200 s R s L
o . -~ ¥ ST - .
o S |L, -
r—@ 1'(”0 '. \\\.\‘ \,_.-~S____' : -,_’ -
b7 ; s — 4 —

anl R : M — i : ’

20 Dyl o " Dulju ‘ " | Do, ’ " N
- 10 l I . i ’ ’
[ 0 I W—#—.—a —— -y I —
5 i |

N et . et . X ey, ’ . Net,,

<0 : - | :

-2 -1 0 1 2 -2 -1 (N 1 2 -2 -1 (¥ 1 2 -2 -1 0 1 2
Aa-1 __,G“—I - Ins)

Return rate 147 cps
104 bits/passage

G. Vallone et al, Experimental Satellite Quantum Communications, Phys. Rev. Lett. 115 040502, 2015
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ome | Space | Physics & Math | Tech | News
First quantum transmission sent through space

y 17:53 26 June 2014 by Jacob Aron
y For simllar staries. visit the Camputer crime and Quantum World Topiz Guides

Wernied about keeping secrels’? Here's a quantum of solace. The first guantum
transmission to go via space paves the way for ulira-secure communications
satsllies.

Secret encryplion keys transmitted via quantum links provide the ultimate way to
communicate securely. That's because any attempt to intercept the key will be
revealed thanks 1o the laws of quantum mechanics, which say thal interception wil
introduce changes that give away eavesdroppers.

The technology is alrcady available for fibre-optic cables, but a truly global network
would nsed satelliles to beam quantum data between distant locations. To test now
these might work, Pacis \Vllores! at the University of Padua in Italy and his
colleagues lurned lo salslites covered in ullra-refleclive mirmors. These are
nommally used to beunce |aser beams back to Earth. The time they take to return
shows up any shills in gravily.
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?Q,.,;‘“\'\éé? Calegoria: Universita di Padova | Data: 24/06/2015 | Testata: Il Gior

SCIENZA Grande scoperta pubblicata sulla ¢Physical Review Letters»

Parleremo coi marziani
E lo faremo in italiano

St apre una nuova frontiera nella comunicazione quantistica grazie
ai nostri scienziati: i dati vzaggzano per 1 700 km su particelle di luce

Glanluca Grossl!

W Comunicare nello spzzio e
sullaterrainmododanonesse-
remai intercettati e poter quin-
di consegnare senza problemi
un messaggio segreto: ¢ il so-
gnndiognigoverno, dituttiiser-
vizi diintelligence, ¢, in fondo,
di ognuno di noi, abituati a
scambiarci informazioni via
mail o tramite Facebeok conil
dimore di essere «scopertis, O
volendo dare voce cll'immagi

nazione, potremmo azzardare

COLLABORAZIONE
Tra Asi, ateneo

di Padova e Centro : - :
Geodesia di Matera TRA SCIENZA E FANTASCIENZA Primo messaggio guantistico al mondo via satellite




the multipurpose CAS-Micius mission

m l[aunched on 16 August 2016 by a Long March 2D rocket from the
Jiuguan Satellite Launch Centre, China
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Satellite-to-ground quantum key
distribution
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Satellite-Relayed
Intercontinental
Quantum Network

Micius satellite as a trusted relay to
distribute secure keys between
multiple distant locations in China
and Europe

QKD is performed in a downlink
scenario—from the satellite to the
ground.

sifted key rate of a ~3 kb/s at ~1000
km physical separation distance and
~9 kb/s at ~600 km distance (at the
maximal elevation angle),

lAvaius = Lirnr Sipdres
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14% 26K
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Mcous-oras Kay (MG Mo Xingorg Key X

In this work, we establish a 100 kB
secure key between Xinglong and
Graz.

Video conference with AES-128
protocol that refreshed the 128-bit
seed keys every second.

Phys. Rev. Lett. 120, 030501 (2018)

S-K Liao et al, Satellite-Relayed Intercontinental Quantum Network
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QKD ground receivers

Telescope sizes for diverse uses:

m satellite-to-ground link on nodal
points - meter class telescope (1.5m
ASI- MLRO at Matera Italy and the 1
m OGS of ESA in Tenerife)

= operative user receiver, 40 cm class §
(GaliQEye - Padova)

® ground-to-ground free-space links
night- and day-time with
centimeter-class telescopes




QuantumFuture GaliQeye
urban receiver for Space QKD @ UniPD

B 40 cm - class telescope




roadmap to the guantum intfernet

Quantum computing

Few cubil [zull Lolerant

Quantum mecry

Entanglemant genarztion

Prapara and measire

Trusted regeater

Stage of quantum network

Functionality

Leader 2lection, fast byzantine 2grezment,...

Cochsynchromation, deslribuled quanlum
m“gumm]li “"

Blind quantum cemputirg. ssmple leader
e'aclion and agreement proteco's ...

Davica indaperdant profonols

Quantum key cictributisn eacura
wentifcaman, ..

Quantum <y distribamian (no &nt-1a-gad
security)

Examples of known applications

gLantum
channael

cuartum
repeatser

Wehner et al.,, Quantum internet: A vision for the road ahead Science 362, 9288 (2018)
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Conclusioni su Quantum
Communications

il livello di maturita e tale da poter spingere sul trasferimento
tecnologico con applicazioni di cybersecurity

le reti di comunicazione svolgono un ruolo essenziale
le sperimentazioni del GARR sono gia in atto con successo

I’estensione a protocolli piu avanzati richiede un intenso sforzo di
ricerca di base che nelle Universita italiane ha conoscenze, laboratori e
nuove menti da formare

ci sono importanti opportunita di cooperazione a tutti i livelli per far
progredire la conoscenza e trasferirla alle applicazioni

il PNRR puo fare la differenzal



pathway to new science
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D. Rideout et al. Fundamental quantum optics experiments conceivable with satellites—reaching relativistic

distances and velocities. Class. Quantum Gravity 29, 224011 (2012).
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