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Coordination and Harmonisation of National &Thematic Initi ta support EOSC

iatives

Coordinates national EOSC initiatives in different countries: Austria, Belgium,
France, Germany, and ltaly, to harmonize the different national strategies.
Use Case 6 - Analyse the regulatory compliance of the ELIXIR-ITALY service
Laniakea, on-demand Galaxy platform, for the ELIXIR and Life Science
communities, in case of clinical and sensitive data.

LANIAKEA is a cloud based Galaxy instance provider. By hiding the technical
complexity behind a user-friendly web front-end, Laniakea allows its users to
configure and deploy fon-demando Galaxy instances with a handful of clicks.

Three different levels:

1. Data management: encryption
2. Virtual environment isolation, through VPN
3. Legal framework
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Legal andEthical Issue

daT. 4.1

Connessione con il lavoro fatto

Recommendation

!
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C Studio dello scenario e dei gap giuridici ed etici Rseudonimizzazione

C Definizione dellaChecklisper lo scenario

C Applicazione dei principi OS e OA, principi Fair al trattamento dei dati

sanitari all'interno dello scenario

Legal Framework for the use and
re-use of health data for scientific
purposes

VersionFinal
10.528¥zen0d0.6334878
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Laniakea
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LANIAKEA

Contribute.
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(% elixir )

) » INDIGO - DataCloud ITALY
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Laniakea
-

https://laniakea-elixir-it.github.io

LANIAKEAs a cloudGalaxyinstanceprovider, basedon
INDIGQDataCloudsoftware catalogue Its architecture
automatesthe creationof Galaxybasedvirtualized
environmentsexploitingthe software catalogueprovided
by the INDIGODataCloudproject.

No needfor the enduserto knowthe underlying
infrastructure

No needfor maintenanceof the hardwareand software
infrastructure
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https://laniakea-elixir-it.github.io/
https://laniakea-elixir-it.github.io/

Laniakeaarchitecture aliir
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Health anddata security aspects

elixir
Key management: Vault introduction TTALY
Vault is a tool for securelyaccessing"secrets. A secretis <"
everything you want to tightly control accessto, such as The IAMuser
encryption passphrasesData stored on Vault are encrypted arco Tangaro subject(user

with 256bit AES(AdvancedEncryptionStandard)cipherin the A uniquelD)is

usedto store

GaloisCounterMode (GCM e
( ) - == OO Asedetin
Vaultmainconcepts =  Vault onlythe
- . . . T usercanaccess
O Everythingin Vault is path based usersare able to write to hispath

(@]

(@]

their secrets on a specific path, depending on their

|dentity . T 8
Tokens are the core method for authentication within
Vault. After the authentication on the Laniakea ~ k
Dashboard,tokens are dynamically generated based on

useridentity.

Policiesprovide a declarativeway to grant or forbid access

to certain path and operations controlling what the token ‘ 6
holderis allowedto do within Vault.
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Health anddata security aspects elixir

Key management: Vault authentication and authorization workflow

0
0
0

4 E Avrit€onlydtoken is exploitedby LUKSscriptto store passphrasesn Vault

ITALY

ThelLaniakeaDashboardcanRead.,if requiredby the user, afterthe authentication the passphrasdérom Vault
ThelLaniakeaDashboard Delet¢he passphrasdérom Vault, oncethe deploymentisdeleted.

200

OIDC (Goolge, ELIXIR-AAI), SAML
Username and password

Authentication

=

LANIAKEA dashboard

Read passphrase

Policy

Delete passphrase
Policy

LUKS script (on the VM)

Write passhpharse R
Policy

Token

Read only

+ |vault in a path where only the user can

Token

Delete only

Vault policy engine

Token

Secret write: the passphrase is written to

access.

Secret read: users can read their
paasphrases through the dashboard after
the authentication procedure.

Secret delete: the passpharases are
automatically deleted from Vault once the
Galaxy instance is deleted.

CIONDI
VISTONI

Conferenza GARR 20822



Data Encryption

Application layer [EcE1EY4Y
Mount point: /export

File system layer W
Logical block device:

Decrypt /dev/mapper/cryptdev

Linux kernel layer

Encryption layer

Encrypt  Virtual block device:
/dev/vdb

Virtual hard 1 —
irtual hardware layer S

N——
———

The encryption layer sits between the
physical disk and the file system.
Galaxy, or any other software is
unaware of storage encryption,
exploiting a specific mount point in
order to store and retrieve files.

8 Rotrieve and use the encryption
) from Vault

1. Authenticate 10 |
Laniakea. ESEES— 7. Access and read the
wh.mpud - LANIAKEA
Vault using user credentials
storage | Storage encryption:
e 3. Provide the 4 g Generate a random
one-time token ( encryption passphvase
\ * Encrypt and unlock the
= 2. Request a new 6. LogintoVaultusingthe storage volume using the
S — O -time token one-time token and store LUKS ancrypilon pasepheens
Laniakea Dashboard W the enoryption passphrase. - Format the volume
pommain Vault script
T TeAsnce Contgue stan
T Gmany cumtormation
e ele o e m——
-
[T
4. Pass the ono-time token over to the
new Galaxy vrtual machine

A short lived token, usable only once, is
delivered to the encryption script on the
VM. The Storagevolume is encryptedand
the passphrasés sentto Vault

After the instance has been successfully
deployed the wuser can retrieve his
passwordhroughthe Dashboard
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Service access l
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Private Tenant

Automatic deployments of virtual environments on private
networks, exploiting the isolation features provided by
OpenStack tenants and security groups to control the network
access.

User authentication through VPN, integrated with INDIGO IAM.

3 OpenIDConnect compliant
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Conclusioni

Informazioni, approfondimenti, contatti:
donvito@infn.it
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