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OASIS Technical Committee

e SAML V2.0 Metadata Extension for Entity Attributes

https://wiki.oasis-open.ora/security/SAML2MetadataAttr

REFEDS Entity Categories Working Group

e The Entity Category SAML Attribute Types

https://tools.ietf.org/html/draft-young-entity-category-07
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SAML V2.0 Metadata

Extension for Entity e Un meccanismo per inserire ulteriori informazioni

Attributes ye . . . e .
all'interno dei metadata di ogni entita’: ad es. policy

In some SAML deployments, e Riferimento esplicito ai federation operatores come

metadata is often maintained

and signed by a third party agente dell'inserimento (o, per estensione, la parte

federation operator, and this ) ) ) )

mechanism allows that operator fidata che tramite la firma valida metadata)

to include extensible information Est . i t . . .

(possibly signed by still another ° stensione peritag <md:EntityDescriptor> e

party) about the federation’s <md:EntitiesDescriptor>

member sites, such as their _ _ _ _ _ _

adherence to optional e Supporta sia Service Provider sia Identity Provider

federation policies. Metadata . . .

consumers can then choose to ° Supporta sla <saml:Attribute> sia

' h . . y
information o6 they deem <saml:Assertion> (solo se riguarda un un’unica

necessary. e ntlta’)
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Extension schema:

<element name="EntityAttributes”
type="mdattr:EntityAttributesType"/>
<complexType name="EntityAttributesType">
<choice maxOccurs="unbounded" >
<element ref="saml:Attribute"/>
<element ref="saml:Assertion"/>
</sequence>
</complexType>
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Extension XML example template:

<EntityDescriptor entityID=$$ENTITY_ID$$>
<Extensions>
<mdattr:EntityAttributes>
<saml:Attribute Name=$$ATTRIBUTE-NAME$$
NameFormat=$$ATTRIBUTE-NAME_FORMAT$$>
<saml:AttributeValue>
$$ATTRIBUTE-VALUE$$
</saml:AttributeValue>
</saml:Attribute>
</mdattr:EntityAttributes>
</Extensions>
[..]
</EntityDescriptor>
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Entity Category Attribute Types

The Entity Category
SAML Attribute Types

This document describes
a SAML entity attribute
which can be used to
assign category
membership semantics
to an entity, and a
second attribute for use
in claiming interoperation
with or support for
entities in such
categories.
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Le Entity Category raggruppano entita’ con caratteristiche comuni
Valide sia per Service Provider, sia per Identity Provider
Diversi casi d’'uso:
o  Facilitare e semplificare il rilascio degli attributi ai Service Provider.
o  Verificare 'aderenza a requisiti di privacy e trattamento dati per poter rilasciare
attributi ai Service Provider.
o ecc.
Due tipi di attributi:
o Name="http://macedir.org/entity-category" per asserire 'appartenenza
alla categoria indicata
o Name="http://macedir.org/entity-category-support” per asserire
interoperabilita’ con, o supporto per, le entita’ della categoria indicata
Formato e valore di ambedue gli attributi sono gli stessi:
o NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri”
o Una URI valida (MUST) che punti ad una pagina in cui e’ descritta la entity
category (RECOMMENDED)
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Entity Category Attribute

<EntityDescriptor entityID=$$ENTITY_ID$$>
<Extensions>
<mdattr:EntityAttributes>
<saml:Attribute Name="http://macedir.org/entity-category"
NameFormat="rn:oasis:names:tc:SAML:2.0:attrname-format:uri”>
<saml:AttributeValue>
$SENTITY-CATEGORY-URI$$
</saml:AttributeValue>
</saml:Attribute>
</mdattr:EntityAttributes>
</Extensions>
[..]
</EntityDescriptor>
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Entity Category Support Attribute

<EntityDescriptor entityID=$$ENTITY_ID$$>
<Extensions>
<mdattr:EntityAttributes>
<saml:Attribute Name="http://macedir.org/entity-category"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri”>
<saml:AttributeValue>
$SENTITY-CATEGORY-URI$$
</saml:AttributeValue>
</saml:Attribute>
</mdattr:EntityAttributes>
</Extensions>
[..]
</EntityDescriptor>
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REFEDS Research and Scholarship *(R&S)

https://refeds.org/category/research-and-scholarship

REFEDS Hide from discovery

https://refeds.org/category/hide-from-discovery

GEANT Data Protection Code of Conduct (CoCo)

https://wiki.refeds.org/display/CODE/Data+Protection+Code+of+Conduct+Home

(proposed) REFEDS Academia

https://qithub.com/leifj/academia-category
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Entity Category disegnata per:

e Rilasciare attributi: un set di attributi limitato e ben definito per i Service
Provider supporting research and scholarship interaction, collaboration or

management, at least in part.

o Sl wiki, sistemi di vconf delle NREN, cloud private delle NREN, blog, strumenti di gestione di
progetti e fondi di ricerca, ecc.

o NO: servizi di accesso alle risorse elettroniche a licenza come le riviste elettroniche, o
Software as a Service.

e Scalare: tramite l'utilizzo di un Entity Category specifica permette di costruire
filtri dinamici, e quindi evita configurazioni ad hoc per ogni Service Provider.

e Semplificare: I'uso di risorse condivise e distribuite su piu’ Service Provider
e’ reso possibile tramite il rilascio di un identificatore condiviso.
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Requisiti per i Service Provider:

« 4.1 The service enhances the research and scholarship activities of some
subset of the user community.
« 4.2 Service metadata has been submitted to the registrar for publication.

« 4.3 The service meets the following technical requirements:
o 4.3.1 The Service Provider is a production SAML deployment that supports SAML V2.0
HTTP-POST binding.
o 4.3.2 The Service Provider claims to refresh federation metadata at least daily.
o 4.3.3 The Service Provider provides an mdui:DisplayName and mdui:InformationURL in
metadata (an english language version xml:lang="en” is RECOMMENDED,).
o 4.3.4 The Service Provider provides one or more technical contacts in metadata.
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R&S attribute bundle e IDEM

Definizioni Rilascio
shared user identifier obbligatorio
person Name obbligatorio
email address obbligatorio
affiliation opzionale
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REFEDS attributes

eduPersonPrincipalName
(if non-reassigned)

eduPersonPrincipalName
+ eduPersonTargetedID

displayName

givenName + sn

mail

eduPersonScopedAffiliat
ion (ePSA)

“ONso rrium

GARR

1de
gam” =

IDEM

eduPersonPrincipalName
non e’ riassegnabile per
regole federazione
eduPersonTargetedID €’
rilasciato obbligatoriamente

Supporto attributi
raccomandati

Supporto attributo
raccomandato

Rilascio sempre obbligatorio
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R&S Entity Category per Service Provider

<mdattr:EntityAttributes xmlns:mdattr="urn:oasis:names:tc:SAML:metadata:attribute"”>
<saml:Attribute
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
Name="http://macedir.org/entity-category"”
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml:AttributeValue>
http://refeds.org/category/research-and-scholarship
</saml:AttributevValue>
</saml:Attribute>
</mdattr:EntityAttributes>
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R&S Entity Category Support per Identity Provider

<mdattr:EntityAttributes xmlns:mdattr="urn:oasis:names:tc:SAML:metadata:attribute"”>
<saml:Attribute
Name="http://macedir.org/entity-category-support”
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml:AttributeValue>
http://refeds.org/category/research-and-scholarship
</saml:AttributeValue>
</saml:Attribute>
</mdattr:EntityAttributes>

Davide Vaghetti - IDEM GARR AAI - davide.vaghetti@garr.it IDEM DAY 2018 - Roma, 7-9 Maggio 2018



REFEDS Research and Scholarship (GAtRR

R&S Entity Category attribute filter per Shibboleth IdP V3
Esempio di filtro R&S per la federazione IDEM (eduPersonTargetedID e eduPersonScopedAffiliation sono

gia’ rilasciati obbligatoriamente a tutti i Service Provider)

<AttributeFilterPolicy id="releaseDynamicSubsetRandSAttributeBundle">
<PolicyRequirementRule
xsi:type="saml:EntityAttributeExactMatch"
attributeName="http://macedir.org/entity-category"
attributeValue="http://refeds.org/category/research-and-scholarship"/>
<AttributeRule attributeID="eduPersonPrincipalName">
<PermitValueRule xsi:type="ANY"/>
</AttributeRule>
<AttributeRule attributeID="email">
<PermitValueRule xsi:type="ANY"/>
</AttributeRule>
<AttributeRule attributeID="displayName">
<PermitValueRule xsi:type="ANY"/>
</AttributeRule>
</AttributeFilterPolicy>
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R&S Entity Category attribute filter per Shibboleth IdP V3
Configurazione dinamica tramite bean e filtro ufficiale della federazione IDEM

<bean id="ResearchAndScholarship"
class="net.shibboleth.ext.spring.resource.FileBackedHTTPResource"
c:client-ref="shibboleth.FileCachingHttpClient"
c:url="http://www.garr.it/idem-conf/attribute-filter-v3-rs.xml"
c:backingFile="%{idp.home}/conf/attribute-filter-v3-rs.xml"/>

<util:list id ="shibboleth.AttributeFilterResources">
<value>%{idp.home}/conf/attribute-filter.xml</value>
<ref bean="ResearchAndScholarship"/>

</util:list>
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v1.3: Cosa e’ cambiato (in attesa dell v2.0)

e Service Provider
o R&S globale: la definizione di R&S non €’ piu’ limitata alla sola federazione registrante in
modo da comprendere il caso d’uso interfederato (eduGAIN)
o R&S meno specifica: basta che almeno alcuni dei servizi offerti dal Service Provider
rispondano ai requisiti (prima era la “parte essenziale”).
e |dentity Provider
o MUST: gli IdP che dichiarono di supportare R&S devono rilasciare gli attributi (prima erano
fortemente incoraggiati).
o Questo IdP supporta R&S: permesso esplicito per il supporto R&S self-asserted.
e Bundle
o Un solo bundle: eliminata la richiesta di un subset di attributi del bundle.
o Definizioni piu’ chiare: gli attributi sono definiti in base al loro utilizzo.
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Hide From Discovery

Candidates for the Hide from
Discovery entity category are
Identity Providers that
SHOULD NOT be shown on
discovery interfaces by default
(i.e., absent other information
or explicit choice by the
deployer of the discovery
service).
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Solo per Identity Provider (IdP)
Segnala ai servizi di discovery che questo IdP
non deve essere mostrato tra le scelte possibili.

Casi d'uso:

o IdP non ancora in produzione (IDEM ha gia’ una
federazione di test per questo caso d’uso).

o Due IdP dello stesso ente (test e produzione) con
nomi simili.

o IdP ad accesso limitato (ad es. solo da certe reti).

o |dP con problemi operativi temporanei ma di
durata tale da giustificare la rimozione dal
discovery.
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REFEDS Hide from discovery Metadata

<Extensions xmlns:mdattr="urn:oasis:names:tc:SAML:metadata:attribute”>
<mdattr:EntityAttributes xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion”>
<saml:Attribute
Name="http://macedir.org/entity-category”
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri”>
<saml:AttributeValue>
http://refeds.org/category/hide-from-discovery
</saml:AttributeValue>
</saml:Attribute>
</mdattr:EntityAttributes>
</Extensions>

Davide Vaghetti - IDEM GARR AAI - davide.vaghetti@garr.it IDEM DAY 2018 - Roma, 7-9 Maggio 2018



GEANT Data Protection CoCo QGAtRR g)g“realg

GEANT Data Protection Code of Conduct v1.0 14 Giugno 2013

e Progetto congiunto REFEDS GN3+

e Ambito di applicazione:

o EU

o Area Economica Europea (EEA)

o countries with adequate data protection pursuant to Article 25.6 of the directive 95/46/EC
e Normativa di riferimento:

o Direttiva UE sulla protezione dei dati (95/46/EC - 24/10/1995)
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CoCo e specifiche tecniche:

e GEANT Data Protection Code of Conduct

o https://geant3plus.archive.geant.net/uri/dataprotection-code-of-conduct/\V1/Documents/GEANT DP CoC ver
1.0.pdf

e Entity Category Specification: Data Protection Code of Conduct
o  https://wiki.refeds.org/download/attachments/1606124/GEANT DP CoCo Entity Category veri.2.pdf
e SAML 2 Profile for the Data Protection Code of Conduct

o https://geant3plus.archive.geant.net/uri/dataprotection-code-of-conduct/V1/Documents/GEAN
T_DP_CoCo_saml2_profile_ver1%201.pdf
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Guide:

e Service Provider:
o https://wiki.geant.org/display/eduGAIN/CoCo+Recipe+for+a+Service+Provider

e Home Organisation (Identity Provider):
o hitps://wiki.geant.org/display/eduGAIN/CoCo+Recipe+for+a+Home+Qrganisation

e Identity Federations:
o https://wiki.geant.org/display/eduGAIN/Recipe+for+a+Federation+Operator
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GEANT Data Protection CoCo

Principles of Attributes Processing

Legal compliance

Purpose limitation

Data minimisation

Deviating purposes

Data retention

Third parties

Security measures

Information duty towards End User
Information duty towards Home Organisation

— ITOGmMmMOO >
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Security Breaches

Lliability

Transfer to third countries
Governing law and jurisdiction
Eligibility to execute

Termination of the Code of Conduct
Survival of the clauses

Precedence
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Obblighi per i Service Provider:

e Entity Category Code of Conduct

e Elenco degli attributi richiesti in <md: requestedAttributes>
o GQGli attributi DEVONO essere richiesti con I'opzione isRequired="true"
o Se il SP ha bisogno di un valore specifico per un attributo, lo DEVE richiedere esplicitamente

utilizzando I'elemento <saml:AttributeValue>.
e Privacy policy pubblicata e referenziata in <mdui:privacyStatementURL>
e Nome (significativo) del servizio in <mdui:displayName>
e Gli elementi <mdui> DEVONO avere anche una descrizione in inglese (xml:lang="en"

e Descrizione (significativa) del servizio in <mdui:Description>
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Service Provider Metadata: Entity Category

<EntityAttributes xmlns="urn:oasis:names:tc:SAML:metadata:attribute">
<Attribute
xmlns="urn:oasis:names:tc:SAML:2.0:assertion"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
Name="http://macedir.org/entity-category">
<AttributeValue>
http://www.geant.net/uri/dataprotection-code-of-conduct/vl
</AttributeValue>
</Attribute>
</EntityAttributes>
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Service Provider Metadata: mdui

<SPSSODescriptor>
<Extensions>
<UlInfo xmIns="urn:oasis:names:tc:SAML:metadata:ui’>
<DisplayName xml:lang="it">$$DISPLAY-NAME$$</DisplayName>
<DisplayName xml:lang="en">$$DISPLAY-NAME$$</DisplayName>
<Description xml:lang="it">$$DESCRIPTION$$</Description>
<Description xml:lang="en">$$DESCRIPTION$$</Description>
<PrivacyStatementURL xml:lang="it">$$PRIVACY-POLICY-URI$$</PrivacyStatementURL>
<PrivacyStatementURL xml:lang="en">$$PRIVACY-POLICY-URI$$</PrivacyStatementURL>
</UlInfo>
</Extensions>

[.]
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Service Provider Metadata: requested attributes

<AttributeConsumingService>
<RequestedAttribute
FriendlyName="displayName"
Name="urn:0id:2.16.840.1.113730.3.1.241"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
isRequired="true"/>
<RequestedAttribute
FriendlyName="eduPersonPrincipalName"
Name="urn:0id:1.3.6.1.4.1.5923.1.1.1.6"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
isRequired="true"/>
</AttributeConsumingService>
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Obblighi per gli Identity Provider e Metadata:

e [dPs MUST provide an Entity Category support attribute [CoCEntityCategory]
value asserting that they are 94 willing to interact with Service Providers
conforming to the Code of Conduct.

<EntityAttributes xmlns="urn:oasis:names:tc:SAML:metadata:attribute">
<Attribute
xmlns="urn:oasis:names:tc:SAML:2.0:assertion"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"
Name="http://macedir.org/entity-category-support">
<AttributeValue>
http://www.geant.net/uri/dataprotection-code-of-conduct/vl
</AttributeValue>
</Attribute>
</EntityAttributes>
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Esempio di attribute filter CoCo per Shibboleth IdP v3

<AttributeFilterPolicy id="releaseToCoCo">
<PolicyRequirementRule xsi:type="EntityAttributeExactMatch"
attributeName="http://macedir.org/entity-category"”
attributeValue="http://www.geant.net/uri/dataprotection-code-of-conduct/v1" />
<AttributeRule attributeID="surname">
<PermitValueRule xsi:type="AttributeInMetadata"” onlyIfRequired="true" />
</AttributeRule>
<AttributeRule attributeID="givenName">
<PermitValueRule xsi:type="AttributeInMetadata"” onlyIfRequired="true" />
</AttributeRule>
<AttributeRule attributeID="commonName">
<PermitValueRule xsi:type="AttributeInMetadata"” onlyIfRequired="true" />
</AttributeRule>

[...] prosegue con tutti gli attributi che La Home Organisation
ha deciso di rilasciare ai Service Provider CoCo
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