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ZTA Architecture

/T cybersecurity model

— Traditionally, enterprise networks have focused on perimeter defense and
authenticated subjects are given authorized access to a broad collection of
resources once on the internal network. As a result, unauthorized lateral
movement within the environment has been one of the biggest challenges
in cybersecurity

Cybersecurity architecture based on zero trust principles, so no
perimetral security

Limit internal »lateral» movement (E-W traffic)
Guidelines principles for workflow system design and operations



Priciples and goals

Trust is never granted implicitly, but must be continually
evaluated

All data sources and computing (physical/virtual)are
considered resources

Prevent unauthorized access to data and services with making
dynamic access control enforcement a granular as possibile

All resources authentication and authorization are dynamic
and strictly enforced before access is allowed

All communications all secured regardless of network locations



Logical component of ZTA
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Figure 2: Core Zero Trust Logical Components



ZTA using Micro Segmentation

* An institution may choose to implement a ZTA based on

placing individual or groups of resources on a unique network

segment protected by a gateway security component. In t
approach, the enterprise places infrastructure devices suc
intelligent switches (or routers) or next generation firewal

NIS
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S

(NGFWs) and/or special purpose gateway devices to act as

PEPs protecting each resource or small group of related
resources.



A Unipi model: BuBblLe security

boundless cybersecurity

A set of homogeneous resources protected by a security gateway.

Each BuBblLe has a defined degree of exposure of its own
resources, so called {opacity} of the BuBbLe.

— Transparent (wired mode)-> Dark (closed Zone)

Resources in a BuBbLe can be geographically distributed {dBuBbLe}
Each BuBbLe communicates with others by ipsec tunnels

All tunnels design an overlay topology so called {MetaZone}

There is a unique access to the entire MetaZone (PeP/PdP)



BubbleSec
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Overlaying security is key to
modulate latency and bandwidth
and address the eternal tension
between security and usability




‘Metazone Overlay Network Topologys
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Realms

A realm references an authentication server and determines which access agents are provisioned to your users and what end point control restrictions are imposed.
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..and finally...SSO Access to the reosurces
(ssh, remote desktop, web access...)

Administrator Dashboard

B RIS

Per accedere alle risorse, cliccare sul nome del device nella lista qui sotto

m IDRAC Spine-Leaf Switch Captive Portal & SSO >>

Accesso SSH SMA - & Vcenterl.vmware.local
Accesso SSH dalla dashboard dell'amministratore Cluster Vmware

ﬁ: Veeam Backup

SSH to Primary SMA X0 Y,
SSH to Secondary SMA X0 Y © Eonsole AT
onsole Server 1
@ Gruppo frigo I & Install Connect Tunnel

Gruppo frigo 1 San Piero a Grado
Get the latest version of Connect Tunnel.

& Gruppo frigo II
Gruppo frigo 2 San Piero a Grado

& Gruppo frigo III

Gruppo frigo 3 San Piero a Grado



What about boundary?

* Unipi has inserted a Next Generation L7 Firewall in a L2 wired
mode — completely transparent -

Sonicwall
NSsp 15k

EBGP adjacency

N
W&

Sonicwall
NSsp 15k



Advantages

Simple enforcement policies with large effect

Perimeter becomes important for monitoring the behavior of
the network and the timely identification of anomalies

Traffic and protocol report of the whole network

Analityc of the network (user, devices, location, destination,
web activities, threats... etc)



Simple enforcement policies with large effect - 1

From InternetFrontierExt v To InternetFrontierInt v

® Add (© Delete v |Search... v6 IPv4&IPv6 v View AllTypes v C [J~v X £ MaxRuleCount 22050 £

) # Name From To Priority Source Destination Service Action Users Incl. Users Excl. Class C bled
Protezione SSH per i . . 438 '[[[{ = v
O1 el InternetFrontierExt InternetFrontierInt (Manual) Any IP SSH SW Group SSH Deny All None Custom 2= ul
Protezione SSH . . 439 1/ | . S
2 interfacce router. InternetFrontierExt InternetFrontierInt (MaE u[a ) Any Reti Protette SSH SSH Deny All None Custom = ul
] Service Properties
D 3 Accesso RDP WEDO  InternetFrontierExt InternetFrontierInt 440 [[[ WEDO Source WEDO Internal Terminal Services LDAP: TCP Port 389 None Custom ) — 4 ul
(Auto) LDAP (UDP): UDP Port 389
LDAPS: TCP Port 636
Ja Chiusura RDP InternetFrontierExt InternetFrontierInt 441 Uﬂ Any Any Terminal Services | NTP: UDP Port 123 None Custom J(= l
(Manual) Kerberos: <Service Group>
{ DCE EndPoint: TCP Port 135
Os Chiusura Netbios InternetFrontierExt InternetFrontierInt 442 [[[ Any Any NetBios Host Name 2SemvichlGrolip> None Custom = al
(Manual) Server:
[[ﬂ oD f\.letBros <Service Group> ~
s Software Erasmus InternetFrontierExt InternetFrontierInt 443 Azure Network ErasmusDB RPC Services Services: None Custom | —4E ul
(Manual) BT - TCP Ports 1025-
© 5000
a7z Eggz;g;mento InternetFrontierExt InternetFrontierInt 444 Uﬂ Any ESSETRE RPC Services RPC Services  TCP Ports 49152- None Custom == al
(Auto) (IANA): 65535
Protezione Ad [[ ﬂ .
s directory Services su InternetFrontierExt InternetFrontierInt 445 Any Reti Supporto Applicazioni AD Directory Services Deny All None Custom &= ul
reti applicative (Auto)
Blocco [[ﬂ
(Jo raggiungibilita HOST  InternetFrontierExt InternetFrontierInt 446 Any BlockedFromEXT Any Deny All None Custom &= ul
da Internet (Manual)
J 10 InternetFrontierExt InternetFrontierInt 4‘&74 ﬂﬂl) Any Any Any Allow Al None Default S ul
anual
On InternetFrontierExt InternetFrontierInt 685 ‘[fﬂ Any Any Any Allow Al None Default = all

(Manual)




imple enforcement policies with large effect
Geo |P

@ Note: If you believe that a certain address is marked as part of a country incorrectly, you can go to Geo-IP Status Lookup to report this issu

Custom List Web Block Page Diagnostics Settings

Countries

Status: @ Active

Allowed Countries: Blocked Countries:

o Bl i

Portugal
E Lithuania

Puerto Rico
E Russian Federation

Qatar

Reunion

Romania

Rwanda

Saint Helena

Saint Kitts and Nevis
Saint Lucia

Saint Martin

Saint Pierre and Miquelon

Saint Vincent and the Grenadine
Samoa

San Marino

AUEEEMERENCEWNE

Sao Tome and Principe
Satellite Provider
Saudi Arabia

Senegal

Serbia
Sevchelles
[J Block All UNKNOWN countries *

Geo-IP Exclusion Object

[Default Geo-IP and Botnet Exclusion Group v| "




SONICWALL

Overview

Summary

Capture ATP

Live Monitor of the network

. s o
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] I \ ]
/ N St o
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Current Ave: 424773 pps Min: 153 pps Max: 474518 pps
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Live monitoring appllcatlon detail

SONICWALL SonicWall Analytics & | HOME [e] | reporTS ' M \ ANALYTICS " O % NOTIFICATIONS £ CONsOLE CJOK )

Applications

£ / Tenant - LocalDomain / sw-supermassive

Overview

° —(EEED 0[O custom

ii TOP APPLICATIONS BY CONNECTIONS +

iff APPLICATIONS NAME CONNECTIONS PERCENTAGE 120M
Summary
8. 93M 0
On 8888 Q 46.35% Loom
Oom 131.114.142.20 29M Q eE—— 1469%
. 8OM
O 131.114.142.19 29M Q eE———— 1466% 106.3 M H
T eom
Oon 131.114.209.2. 960.7 K Q —— a79% £
General TCP ]
on 131.114.73.222 8035K Q ——— a00% 40M
@y | 131.114.215 7005K Q ——— 349% 32.77% o
D 131.114.21.10 658.2K Q ———— 328%
o
Oon 131.114.2.138 610.5K Q c———> 3.04%
O 131.114.3.48 573.1K Q c———> 286%
O 131.114.3.17 571.8K Q ——— 285%
details...
: TOP APPLICATIONS BY TOTAL DATA TRANSFERRED v
i APPLICATIONS NAME TOTAL DATA TRANSFERRED PERCENTAGE 1.2TB
Capture ATP 992.9 GB —
[ | General HTTPS Q 54.45% .
|| General HTTP 308.9 GB Q e——— 1694%
T 80068
General LDAP 274.1GB Q e——— 1503% 992.9 GB £
G
B Generaiuop 168.3GB Q e——— 923% .E 60068
General HTTPS £
[ | General TCP 259 GB Q ———— 142% 8 40068
. Service IKE (Tr... 17.2GB Q — % 54.45% 20068
Service Edonk. 12.2GB Q ——— > <«1%
4
[ | General SSH 83GB Q —— a%
Service RPC S, 82GB Q C——— <«1%
General DNS 7.4GB Q C—— <«1%

details...




Analizing threats..Detect and non prevent..

. . A , / \ _ <
SONICWALL SonicWall Analytics & ' HOME REPORTS 1 &% 1 ANALYTICS ¢ (D) } NOTIFICATIONS | 4} CONSOLE 20009 @ Q o
\ N S
Intrusions
Overview € / Tenant - LocalDomain / sw-supermassive
Q O—-—O | O custom View: Total w | By:Connections w  Limit:50 - m;l Z2oSH
[ Total 890.9K
—— 0500 0530 z . 07:00 0730 ————————0800—————— 0930  seee————————103(
Details 120K Selegt chart to zoom
o 100K
2
2 80K
T
2 ek
3
40K
Vir
Intrusions 20
10K
05:00 05:30 06:00 06:30 07:00 07:30 08:00 08:30 09:00 09:30 10:00 10:30
#  NAME CONNECTIONS + BLOCKED ACTIONS
1 SIP friendly-scanner User-Agent Q 4l e 819.8K 0
2 Microsoft SQL Server sa Login Failed 3 Q ul —— 371K 0
m Scheduled Reports
3 Ips-13057 Q ul —— 17K 0
4 PING Q ul e— 72K o
5 ZeroAccess P2P Activity 1 Q il —— 36K 0
6  SMTP Relay Denied Qul —— 33k o
7 FTP Login Failed 2 Qul —— 14K o
8 Ips-13073 Qul ——— 595 0
9 SSLv2.0 Client Hello 2 Qul c—— 512 0
10 SSLv2.0 Client Hello Qulc——— 81 0
11 MySQL root Login Failed Q ul —— 67 [
12 SIPVicious Activity 2 Q ul ——— 67 0
13 NTP MON_GETLIST_1 Request Q ul ——— 53 0

Total 39 items 890.9 K/890.9 K 0/0




Analizing Destination flows

{ {3 ) NOTIFICATIONS | 4§ CONSOLE 999 OO Q °

SONICWALL SonicWall Analytics & | HOME [€]) repoRTS

Destinations

2 / Tenant - LocalDomain / sw-supermassive

' ANALYTICS

Overview

Q o—@@E)———0 | O custom View: Total | By:Connections v | Limit:50 - 7o SH
[0 Total 357.4M Traffic snapshot of Total data transferred
Il 05:00 05:30 06:00 06:30 07:00 07:30 08:00 08:30 09:00— 09:30 10:00 107 ||
Details Select chart to zoom
2
K]
g aam \
H
H
o 22M
Traffic snapshot of Total connections blocked
20M
8M
16M
. - . - | | Traffic snapshot of Connections blocked by Threats
14M \ -
12M - ~
on Locatio y
n et 05:00 0530 06:00 06:30 07:00 07:30 08:00 0830 09:00 09:30 10:00 1030
# NAME CONNECTIONS TOTAL BYTES TOTAL BLOCKED VIRUS INTRUSIONS & SPYWARE BOTNET BLOCKED ACR BLOCKED GEO-IP BLOCKED ACTIONS
1 1311142128 Q .l ¢ > 419K c > 282MB 0 0 137K 0 0 0 0
2 1311142230 Q .l ¢ > 39.4K c > 8147MB 0 0 126K 0 0 0 0
Scheduled Reports
3 131114294 Q il ¢ > 446K c > 245MB 0 0 108K 0 [ 0 0
4 13111414232 Q il ¢ > 162.1K c > 47 GB 0 0 59K 0 0 0 0
5 1311147212 Q .l ¢ > 198K c > 197 MB 0 0 37K 0 0 0 0
6 1311146461 Q .l c ) 189K c > 57.7 MB 0 0 2K 0 0 0 0
7 1311146423 Q il ¢ > 305K c > 27.4MB 0 0 18K 0 0 0 0
8 131114648 Q il ¢ 164K c > 1.4MB 0 0 17K 0 [ 0 0
9 1311146451 Q il ¢ > 164K c > 12MB 0 0 17K 0 0 0 0
10 131.114.2.105 Q il ¢ > 289K c > 13GB 0 0 14K 0 0 0 0
11 13111472235 Q il ¢ > 703K c > 1.4GB 0 0 11K 0 [ o 0
12 131.114.10.204 Q il ¢ > 128K « > 141 MB 0 0 453 0 0 o 0
13 131.114.21.49 Q .l ¢ > 32K c > 3.4MB 0 0 412 0 0 0 0

Total 50 items 15M/357.4M 457GB/2.1TB 2/71 o/0 62.5K/890.9K o/0 2/71 0/0 o/0




Active Session Trend

' REPORTS ANALYTICS n\"@\; NOTIFICATIONS | CONSOLE CXOK K @ (_) o
/ /

.

SONICWALL SonicWall Analytics

Session logs

€ / Tenant - LocalDomain / sw-supermassive

$ Q - o—(EhE) 0| () custom Limit: 50 7B
30,000,000
Last 12 hours data, select chart to zoom
Al Traffic 25,000,000
H
§ 20,000,000
g
8
g
£ 15000,000
o
10,000,000
5,000,000 - T
23:00 23:30 00:00 0030 o100 01:30 0200 0230 03:00 03:30 04:00 04:30 0500 0530 06:00 06:30 07:00 07:30 08:00 08:30 02:00 0930 10:00 1030
# OPEN TIME ACTION APPLICATION APP CATEGORY APP RISK SIGNATURE INIT IP RESP IP INIT COUNTRY RESP COUNTRY INIT PORT RESP PORT INIT BY CONTRO...
] »1 104826Nov02  Allowed Service iMesh Service Low Service iMesh -- 49327 45.146.165.24 131.114.135.202 2| Unknown [} | 49541 4563 46
[] »2 104826Nov02  Allowed Service iMesh Service Low Service iMesh -- 49327 45.146.165.24 131114129174 2| Unknown [} ] 49541 4867 46
[] »3 104827Nov02  Allowed General HTTPS Networking Low General HTTPS -- 49177 131.114.37.139 54.76.128.227 il [ 1] 39430 443 46
[] »4 104827Nov0o2  Allowed General HTTPS Networking Low General HTTPS -- 49177 131.11437.139 54.76.128.227 [} ] [ 1] 39430 443 46
[ »5 104826Nov02  Allowed General UDP Networking Low General UDP -- 49202 54.39.215.38 131.114.1.252 .S [} | 38292 623 46
[] »6 104826Nov02  Allowed Service iMesh Service Low Service iMesh -- 49327 45.146.165.24 131.114.173.0 2 Unknown [ | | 49541 4624 46
[ »7 104826Nov02  Allowed General HTTPS Networking Low General HTTPS -- 49177 131.114.237.150 167.685.78 il LS 49537 443 64
] »8 104826Nov02  Allowed Service iMesh Service Low Service iMesh -- 49327 45.146.165.24 131.114.190.224 2| Unknown [} | 49541 4882 46
[7] »9 104826Nov02  Allowed Service iMesh Service Low Service iMesh -- 49327 45.146.165.24 131.114.129.163 2| Unknown il 49541 4823 46
[] » 10 104826Nov02  Allowed Service iMesh Service Low Service iMesh -- 49327 130.50.116.243 131.114.97.205 -] [} | 57611 4875 46
[} » 11 104827Nov0o2  Allowed General DNS Networking Low General DNS -- 49169 146.112.139.74 131.114.21.46 2] [} | 60544 53 75
[] » 12 104826Nov02  Allowed Service iMesh Service Low Service iMesh -- 49327 185.193.91.126 13111415836 2| Unknown il 64348 4321 46
[] » 13 104826Nov02  Allowed General TCP Networking Low General TCP -- 49201 9263.197.53 131.114.117.59 - [} | 40217 17757 46
[] » 14 104826Nov02  Allowed General DNS Networking Low General DNS -- 49169 131.114.208.18 88.4.4 il 49684 53 74
(7] » 15 104827Nov02  Allowed General DNS Networking Low General DNS -- 49169 131.114.208.18 88.4.4 il LS 49684 53 74
[] » 16 104827Nov02  Allowed Service RPC Services Service Low Service RPC Services -- 49363 45.146.164.229 131.114.140.206 2| Unknown il 47877 3932 46
e S heinaking hat SR RIS 3828 = LS ) a2 i




Protocol Analitics

SONICWALL SonicWall Analytics & | HOME [e] ; rePorTs ANALYTICS v"@‘\; NOTIFICATIONS | 4§ CONSOLE OXOK X @ Q o

Groups

€ / Tenant - LocalDomain / sw-supermassive

Overview

Applications Web Activities Users Sources Destinations Threats Devices BWM Blocked

$ Q - o—(ERED 0| custom Group by - Applications vy 2o %
AlllTraffic #  APPLICATIONS SESSIONS TOTAL PACKETS TOTAL BYTES & THREATS ACTIONS
1 General HTTPS Q 783K 74M 66GB 1
2 General UDP Q 69K 61M 2.4GB 9
3 General TCP Q 2015k 21M 16GB 0
WEb Activties 4 General HTTP Q 131k 709.4K 685 MB 57
5 General LDAP Q 386 1196K 171MB 0
Blocked
6 General SMTP Q 17k 97.6K 87.6 MB 31
Threats 7 General SSH £ 4 Q 158K 1886 K 70.8 MB 0
8 General DNS Q 741k 127.4K 212MB 0
9 Service IMAP4 Q 438 268K 17.4MB 0
10 Service iMesh Q 1276k 1408K 17.2MB 0
11 General SNMP Q 38k 99K 44MB 0
12 Service RPC Services Q 505k 57.6K 4MB 0
13 Service RPC Services (IANA) Q 649k 719K 3.4MB 0
14 General SIP control Q 12k 41K 27MB 0
15 Service Echo Q 106k 188K 13MB 0
16 Service SMB Q 128K 16K 877.6 KB 0
17 General Telnet Q 171k 185K 872.1KB 0
18 Service NTP Q sk 58K 636.4 KB 0
19 Service Tivo TCP Data Q 11k 116K 545.8 KB 0
20 Service MS SQL Q 101k 107K 512.7 KB 0
Total 105 Items 7663 K 172M 117 GB 150

— 22% flows scanned, Grouped 105 entries out of 1.000.004 / 4.500.028 flows STOP Last Updated : 2020-11-02T10:58




